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1
Decision/action requested

This contribution proposes to address the EN on solution 1 for TR33.850.
2
References

3
Rationale

The contribution is proposed to address the “Editor’s Note: The support for mobility of UEs is FFS.” in solution 1. To support the mobility of UEs, two categories of scenarios are considered: handover scenario and idle mode mobility scenario.
4
Detailed proposal

It is proposed to approve the following changes in MBS TR.

***
BEGIN OF 1st CHANGE
***

6.X
Solution #X: Protect MBS traffic with the mobility of UEs
6.X.1
Solution overview
This solution addresses Key Issue 2 to support the secure MBS traffic delivery from context provider to multiple UEs through 5GS in the mobility scenarios. The solution is based on solution 1. The keys for protection of MBS traffic are generated in the RAN nodes and distributed to UEs. The UEs, which belong to a multicast group, acquire the same keys in the RAN node. The security protection is enabled in transport layer.
6.X.2
Solution details
It assumes that UEs camping in an NG RAN node supporting 5G MBS, receive MBS downlink packets via (N3/MB-N3) shared tunnel and radio resources for the Multicast session. UEs camping in an NG RAN node not supporting 5G MBS, receive MBS downlink packets via unicast N3 tunnel and radio resources for the associated unicast PDU session. To support the mobility of UEs, two categories of scenarios are considered: handover scenario and idle mode mobility scenario.
1) The handover includes the following scenarios:

-
The source RAN support MBS, UE receives data via MBS Session in Source RAN:

a)
Target RAN node does not support MBS,


The MBS Session is converted to the unicast PDU Session during handover. If establishing the unicast PDU Session, the security acitiavtion status of unicast PDU session is the same with that of the MBS session. 
b)
Target RAN node supports MBS

-
If the MBS Session is not established in Target RAN, the MBS Session can be established during the HO procedure. RAN generates K_group and derives the K_group_enc and K_group_int. The key_ID is the key identifier and associated with the K_group_enc and K_group_int. K_group_enc and  K_group_int are used for encryption and integrity protection of MBS traffic respectively. The encryption and integrity algorithms are selected.  The MBS security context is distributed from RAN to UE.
· If the MBS Session is already established in Target RAN, the existing MBS security context is used and distributed from RAN to UE.
-
The source RAN does not support MBS, UE receives data via unicast PDU Session in Source RAN:
a) the Target RAN supports MBS:
When UE moves to Target RAN, the unicast PDU Session is handed over to the Target RAN as normal PDU Session handling. After handover completion, the SMF triggers the conversion from the unicast PDU Session to the MBS Session. 
b) the Target RAN does not support MBS:
When UE moves to Target RAN, the unicast PDU Session is handed over to the Target RAN as normal PDU Session handling.
2) The idle mode mobility includes the following scenarios:

· Target RAN supports MBS, UE receives data via MBS Session in Target RAN:
During idle to connected mode transition the SMF detects the UE is connecting via a supporting NG RAN node, and configures the UPF and NG RAN. For detail procedure refer to MBS Session activation as descripted in solution 1.
· Target RAN does not support MBS, UE receives data via unicast Session in Target RAN:
During idle to connected mode transition the SMF detects the UE is connecting via a non-supporting NG RAN node, and configures the UPF and NG RAN. The unicast PDU Session is used in the Target RAN as normal PDU Session handling..

6.X.3
Solution evaluation 

TBD

***
END OF 1st CHANGE
***


